Sign-up Instructions
I-JOBS Road Funding Reporting System
Version 1 September 18, 2009

Part 1 — Obtain or verify your DUNS number and registration with the CCR

In accordance with Federal requirements, all entities that received an award of federal funds
greater than $25,000 must have a Dun and Bradstreet Data Universal Numbering System
(DUNS) number and must be registered with the Central Contractor Registration (CCR)
database. Because a portion of the I-JOBS funds you received were from the American
Recovery and Reinvestment Act of 2009 (ARRA), the DUNS number and CCR requirements may
apply, depending on the amount of ARRA funds you received. To verify the amount of ARRA
funds you received as part of the I-JOBS funding, refer to the FY 2010 I-JOBS Distribution to
Cities and Counties.

Your agency may already have a DUNS number and / or CCR registration, therefore please
check with your city clerk, auditor or other financial officer before obtaining a new one.
However, please note that obtaining a DUNS number and / or registering with the CCR may
take several days, so if your agency is not already registered, please begin that process now.

1. To obtain a DUNS number, go to http://fedgov.dnb.com/webform.

2. To register with the CCR database, go to http://www.ccr.gov.

3. Verify that the DUNS number used for your CCR registration matches the DUNS number you
will use for the I-JOBS reporting. Some agencies may have more than one DUNS number. If
so, you should check with your city clerk, auditor, or other financial officer to verify which
DUNS number should be used.

Part 2 — Obtain a State of lowa Enterprise A&A account

To access the I-JOBS road funding reporting system, you will need an Enterprise A&A account.
The Enterprise A&A account is a standardized way for the State of lowa to verify the identity of
individual users of secure web applications.

If you already have an account, you may skip this section. Many state agencies, including the
lowa DOT, already use the Enterprise A&A system to provide access to secure web applications.
If you already have an Enterprise A&A account for one of these web applications, you may use

the same account ID and password for the |-JOBS road funding reporting system.

If you do not have an Enterprise A&A account, follow the steps below to obtain one.
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1. Click on

https://entaa.iowa.gov/entaa/sso?appld=DOTIJOBS&callingApp=https://secure.iowadot.go
v/1JOBS/Gatekeeper.aspx&commandName=GetLogon#topHeader to open the I-JOBS
Reporting Enterprise A&A sign-in page, as shown below:
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2. Click on “Create An Account” from the tabs across the top.
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3. Enter your first and last name, then click the “Register” button, as shown below:

11
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4. The system will automatically fill-in the Account ID field. Complete this page by entering
your email address and click the “Save Account Details” button, as shown below:

5. The system will process your Account ID. When finished you will be presented with a
screen informing you that your account is being processed and an email will be sent to your
e-mail address that will provide you with instructions to validate your account information,
as shown below:

e Enterprise AtA Service - S50 Reg Confirmation - Windows Internet Explorer [._"E]m
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An email has been sent to the email address you provided. It will contain your
Account id and instructions to complete your registration.

The email that was just sent to you may show up in a matter of seconds or could
take hours. Once sent we have no way to track this email to determine if or when
you will ar have received it. If you do not receive an ernail within 2 days and or
complete the registration process defined in this email you will be required to start
the registration process over,

Make sure to check vour spam or blocked email folders as in rare occurrences
email security products are not allowing this email to be received normally.

FHEATTENTIOMN®*

Deleting browser cookies will prevent you from completing your registration, Some
browsers can be configured to delete cookies upon exit, If pou are unsure how
pour browser is configured we recommend you leauve this window open and
immediately complete the registration using the instruction that have just been

ifed #

You are looking at S50 R natio Tramsaction Id: 0U=Y1T
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6. After your Account ID is processed, you should receive an automated notification e-mail
from the Enterprise A&A system, similar to the one shown below. The e-mail confirms the
account credentials you provided in the preceding steps.

/= Print - Windows Internet Explorer B
v

o

From: entaa-noreply@iowa.gov ()

To: jim.jones12885@yahoo.com

Date: Friday. September 11, 2009 11:24:25 AM

Subject: Account Confirmation for [owa DOT - I Jobs Reporting

Welcome from Enterprise A&A!
**Before you can begin using lowa DOT - I Jobs Reporting you will need to complete the account activation process.**
This e-mail is a confirmation of the account you requested for lowa DOT - I Jobs Reporting.

Account Details
Account ID: JIM.JONES128835@IOWAID
Your name: Jim Jones
E-Mail: jim.jones12885@yahoo.com

If you did not request this account or think this e-mail was sent in error, please forward this note to DAS-ITE Service Desk (ITE.Servicedesk@iowa.gov).

To start the account activation process click on ile following link or paste the following address in your browser:
H

hitp://test.iowa.gov/entaa/sso?reg=0VUN6H
Your Registration Confirmation Token is: OV

Account Activation Process Instructions.

1. Click link found above in this email.

2. Enter Confirmation Token found above in this email. The Token is also part of the link above, and may be pre-filled for you.

3. Enter Code from image on web screen.

4. Click "Confirm My Account” ---- (If vou get an error see below for possible error reasons.)

5. Choose two baseline questions and then make vour own question. --- (These are security questions you can answer later if vou ever forget vour password.)
6. Enter your password. (Reminder - Passwords must be min of 8 characters, a mix of upper and lower case, and must contain at least | number and one special
character such as !5%)

7. Sign in using new account.

At this point, you can delete this email. Your account has been created successfully and the Confirmation Token will no longer be needed.

Most common error reasons.

1. Browser was closed and cookies were deleted. Some browsers can be configured to delete cookies upon exit. To avoid this do not close the browser that
vou used prior to receiving this email.

2. Not using the same computer that the account was created on. Accounts must be confirmed on the same computer in which it was created.

Thanks!
State of lowa, DAS IT Enterprise

**This is a system generated email, do not reply or direct emails to this email address.**

@ Internet ®100% -~

7. In the e-mail notification, click on the link provided to activate your account. You must click
on this link, otherwise the account activation process will not be completed. If you do not
click on this link within 24 hours of registering your account, the Enterprise A&A system
will determine that your registration was in error and it will delete your account. As a
result, you will need to begin the sign up procedure again.

Page 6 of 10



8. After clicking on the link in the e-mail, your web browser should open to the Enterprise A&A
Account Confirmation page, similar to the one shown below. Step 1 of the Account
Confirmation page will be filled out automatically. Complete Step 2 by typing the keyword

that is displayed in the image. Complete Step 3 by clicking on the “Confirm My Account”
button.
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9. On the following page, choose 3 security questions and fill out the answers, as shown on
the page below. When complete, click on the “Save Identity Baseline” button.

e Enterprise A&A Service - 550 Initialize Account - Windows Internet Explorer |:||E”Z|
V|"} X|:—::;e |,0v

File Edit View Favorites Tools Help

& &

— 4 3
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Iowa DOT - I Jobs Reporting T

Self Service Password Change - Iowa DOT - I Jobs @
Reporting

Identity Baseline for JIM.JONES12885@IOWAID

& Enterprise ARA Service - 550 Initialize Acc...

On this page, you must create your identity baseline. This is a set

of questions and answers you establish for your account. If you

forget your password or lock your account for some reason, you
can answer these guestions to get access to your account.

Question 1:

|What was the name of your childhood pet? v
‘ Answer 1: |....... |C0nfirm:
|o.o.o.o |
Question 2:
|What color was your first car or truck? v
- Answer 2: |....... |C0nfirm:
|o.o.o.o |

Question 3 (Create
your own question.):

|What is the mascot of your favorite team?

- Answer 3: |........ |C0nfirm:
*eB0BOR G |
‘ [ Save Identity Baseline ]

Some guidelines for setting your baseline:

1. Choose guestions and answers that you know well, but
that others don't.
2. Avoid special characters like commas or guotes that you
may not enter the same way later.
3. Keep your answers simple - for example, use "paperboy”
instead of "The Des Moines Register paper delivery” for
your first job.
4. You must create your own guestion when a drop down
list is not provided. Usually this is the case for the last
one or two questions shown abaove.

b

Done &) Internet ®100% -
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10. On the following page, enter a password in each of the fields. Your password must contain
at least 8 alphanumeric characters including at least one special character such as ! or @.
When complete, click on the “Save New Password” button.
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12. After clicking on the “Save New Password” button on the preceding page, you should be
returned to the original State of lowa Enterprise A&A login page, as shown below. You are
now ready to sign in to the ARRA-MER web application with your new Account ID and
password. Refer to the Report Instructions to continue the reporting process.
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